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Abstract 
With the exponential growth in the size of Internet and web applications, the significant increase of 
the potential damage that can be caused by launching SQL injection attacks is becoming obvious. Web 
applications are the primary services in the Internet but are threatened seriously by SQL injection 
attacks (SQLIAs). A number of tools/techniques have been put forward to detect and/or prevent 
SQLIAs. The performance of these tools/techniques have been evaluated using diverse datasets. There 
is no commonality of dataset across most studies, as such there is no common ground for performance 
comparison across the studies. In this paper, we conducted a thorough assessment of datasets and 
performance metrics used for testing techniques for the detection of SQL Injection vulnerabilities 
(SQLIVs) in web applications, with the goal of forming set of appropriate experimental dataset and 
performance metrics. From result of our analysis, School Mate 1.5.4, Faq forge 1.3.2, Classifieds, 
Forum and BookStore are among the most frequently used datasets; while precision, accuracy, 
response time, efficiency and recall are the most frequently used performance metrics used for 
evaluation of techniques for the detection of SQLIVs in web applications. 
 
Keywords: SQL Injection Vulnerabilities, Web Vulnerabilities Scanners, Web 
Applications, Datasets, Performance Metrics. 
 
 
Introduction 
Nowadays, a large number of data-driven web applications have been developed to provide 
a variety of services available on the web such as, online shopping, e-banking, healthcare, e-
government, and social media. This shift will be further accelerated due to the maturity of 
the latest web technologies (e.g., HTML5), which enable richer web applications and more 
enhanced user experiences. Along with the prosperity of web applications, inevitably they 
are becoming the main targets of malicious attackers (Gu, et al., 2019). SQL injection 
vulnerabilities have been one of the top software security risk associated with web 
applications (OWAPS Top 10 – 2004, 2007, 2013, 2011, 2017).SQL injection Attacks (SQLIAs) 
are a type of attacks, where an attacker attempts to inject arbitrary SQL commands into an 
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application. Even though software testing is an essential part of modern Software 
Development Cycle (SDC), vulnerabilities in web applications still remains great(Simos, et 
al., 2019). This type of attack occurs when untrusted user input data is used to construct 
dynamic SQL queries without proper validation or sanitization by the developer. The 
injected code snippet can change the behavior of the application when they show or modify 
the system information into SQL statements. 
 
Many significant research has been conducted to study SQL injection attacks and quite a 
number of techniques have been proposed by different researchers to detect this type of 
attack in web applications. The performance of these techniques has been evaluated using 
different datasets. Moreover, adoption of the same dataset across studies forms a strong 
basis for performance comparison across such techniques. Literature investigation reveals 
that existing techniques for detection of SQL injection vulnerabilities (SQLIVs) were 
evaluated on diverse datasets. There is no commonality of dataset across most studies, as 
such, there is no common ground for performance comparison across the studies. In 
addition, some experiments were conducted using toy applications as dataset (e.g. 
Toyrentals, Buy Milk Online, College portal etc.), whereas some were conducted using 
highly matured web applications as dataset (e.g. SugarCRM, Drupal, Wordpress etc.). Thus, 
there is no balance across most studies. 
 
These problems, emphasize the need for thorough assessment of datasets and performance 
metrics used for empirical evaluation of techniques for detection of SQLIVs. To the best of 
our knowledge, there has not been an assessment of these different datasets. In this paper 
we present an evaluation of datasets and performance metrics used for testing of techniques 
for detection of SQLIVs in web applications, with key goal of forming set of most frequently 
used datasets and performance metrics. As such, there will be a basis for performance 
comparison across newly proposed techniques. 
 
Review of Datasets and Performance Metrics used for the Evaluation of Techniques for 
Detection of SQLIVs 
In an attempt to find datasets and performance metrics commonly used for testing of 
techniques for detecting web application vulnerabilities, we reviewed various literature of 
proposed solutions for detection and/or prevention of SQL injection vulnerabilities in web 
applications, and we present them based on language of datasets as follows. 
 
(Thomé, et al., 2020) implemented an integrated approach based on static analysis on a tool 
JOACO that leverages the synergetic combination of security slicing with hybrid constraint 
solving to detect SQLIV. The tool was evaluated using 11 diverse and representative Java 
web applications with respect to recall and precision. (Fang, et al., 2018) proposed a novel 
method to detect SQLIAs based on word vector of SQL tokens and LSTM neural networks. 
They developed a tool WOVSQL that implements the proposed method which was 
evaluated using 7 JSP applications on the basis of accuracy, F1_score, precision and recall. 
(Nadeem et al.,, 2017) proposed a knowledge base model that is based on dynamic analysis 
which is composed of Dynamic Analyzer and Tester to detect and prevent SQLIV. The 
approach was evaluated using 5 ASP.net applications with respect to response time. (Deepa, 
et al., 2018) proposed a prototype system XiParam using a black-box fuzzer for discovering 
vulnerabilities in web applications. The prototype operates in two (2) phases: training and 
testing. XiParam was evaluated using four (4) JSP applications based on effectiveness and 
accuracy of detection. 
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(Nashaat, et al., 2017) proposed a tool to detect vulnerabilities in PHP applications called 
OOPixy which combines static and dynamic analysis. The tool was evaluated on 5 PHP web 
applications with respect to precision and recall. (Wu, et al., 2016) proposed a mechanism 
based on dynamic analysis called CCSD to detect SQLIVs on applications in cloud 
environment. The technique was evaluated with 5 PHP applications with respect to 
response time and accuracy. (Nagpal, et al., 2017) proposed an approach based on dynamic 
analysis to counter SQLi, XSS and CSRF. The approach was evaluated using 3 PHP 
applications with respect to recall.(Medeiros, et al., 2016) proposed an approach based on 
static analysis and implemented a tool WAP (Web Application Protection) for detecting and 
correcting vulnerabilities in PHP based web applications. WAP was evaluated with 10 web 
applications with respect to accuracy and precision. (Kar, et al., 2016) proposed an approach 
to detect SQLIV that is based on dynamic analysis and implemented a prototype called 
SQLiGoT. The approach was evaluated using 5 fully vulnerable web applications with 
respect to accuracy, recall and precision. (Kar, et al., 2016) proposed a novel approach based 
on dynamic analysis to detect SQLIV in real-time. The approach was evaluated using 5 PHP 
applications with respect to accuracy precision and recall. (Son, et al., 2013) proposed the 
design and implementation of DIGLOSSIA; a tool capable of detecting SQL and NoSQL 
injection attacks on server-side web applications. The tool was evaluated using 10 PHP 
applications with respect to efficiency and accuracy. (Shar, et al., 2013) proposed a 
prediction model for SQLIV that combines static and dynamic based on hybrid program 
analysis that is composed of both classification and clustering. The model was evaluated 
with 6 PHP applications with respect to accuracy, precision and recall. 
 
(Ceccato, et al., 2016) implemented the tool SOFIA, a security oracle for SQLIV which is 
based on dynamic analysis, and was evaluated on 6 PHP and Java applications with respect 
to accuracy, recall and response time.  (Appelt, et al., 2017) proposed an approach based on 
dynamic analysis that combines machine learning with Multi-objective genetic algorithm to 
automatically repair web application firewalls based on successful SQL injection attacks. The 
approach was evaluated using 3 open source and 4 proprietary Java web applications with 
respect to recall and the hyper-volume metrics. (Thome, et al., 2015) proposed an approach 
based on state-of-the-art program slicing to assist the security of common injection 
vulnerabilities. The approach was evaluated using 5 Java web applications with respect to 
precision, soundness and scalability. (AbdulRazzaq, et al., 2014) proposed an ontology-
based technique based on dynamic analysis for detecting and classifying web application 
attacks, and was evaluated on WebGoat (a Java application) with respect to recall, 
throughput and response time. (Jang & Jin-Young, 2014) proposed a novel technique based 
on dynamic analysis that modifies applications to guard themselves against SQLIV. The 
efficiency and accuracy of the technique was evaluated with 5 Java web applications. 
(Ogheneovo & Asagba, 2013) proposed a model that combines static and dynamic 
approaches to counter SQLIV. The model was evaluated using 6 Java web applications with 
respect to precision and response time. 
 
Analysis of Reviewed Techniques used for the Detection of SQLIVs 
From the literature we consulted that addresses techniques for detection of SQLIVs, we were 
able to subject them to a clearly defined inclusion/exclusion criteria based on a specific 
research question (RQ). 
 
The analysis of literature addressed the specific research question: - 

“What are the most appropriate datasets and performance metrics for experimental 
evaluation of techniques for detection of SQL injection vulnerabilities in web 
applications?” 
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The above question was refined into two key RQs so as to ease the process of data collection 
process. 
(RQ1) What are the most frequently used datasets for empirical evaluation of techniques for 
detection of SQLIV in web applications from 2013-2017? 
(RQ2) What are the most frequently used performance metrics for empirical evaluation of 
techniques for detection of SQLIVs in web applications from 2013-2017? 
 
Most Frequently used Datasets for Empirical Evaluation of Techniques for Detection of 
SQLIVs 
After careful analysis of selected literature, a total of 171 datasets (subject applications/ 
URLs) were collected. However, 5 subjects were built using ASP.net, 7 were built using JSP, 
120 were built using PHP (out of which 10 are URLs of web applications) and 39 are built 
using Java. 
 
Table 1 presents the most frequently used datasets based on language addressing the first 
refined research question (RQ1). 
 
Table 1: Most Frequently used Datasets from Reviewed Work 
S/N Language of Subject 

Application 
Name of Subject 

applications 
Number of LOC Frequency 

1 JSP Employee directory 5,658 3 

2 Bookstore  16,957 3 

3 Events  7,242 3 

4 Classifieds  10,949 3 

5 Portals  16,453 3 

6 PHP HotelRS 1,556 4 

7 SugarCRM 352,026 4 

8 Classifieds 10,949 3 

9 Bookstore 16,959 3 

10 Forum 12,324 3 

11 NewsPortal N/A 3 

12 JobPortal N/A 3 

13 SchoolMate 1.5.4 8,145 5 

14 FaqForge 1.3.2 90,148 4 

15 Java WebGoat 24,608 2 

 
From table 1, it is observed that a total of 15 subject applications that are the most frequently 
used in our selected literatures were collected, and presented based on their language. Out 
of the collected subjects, 9 are PHP applications, 5 are JSP applications and 1 is a Java 
application. The subject applications with higher frequency are built using PHP with 
Schoolmate 1.5.4 having the highest frequency of 5 followed by FaqForge, HotelRS and 
SugarCRM with a frequency of 4 each. 
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Most Frequently used Performance Metrics for Empirical Evaluation of Techniques for 
Detection of SQLIVs 
On the other hand, a total of 12 metrics from selected reviewed work were collected. Table 2, 
presents the performance metrics used in selected literatures with their frequency indicating 
the most frequently used, addressing the second refined research question (RQ2). 
 
Table 2: Performance Metrics used in Reviewed Work. 
SN Metric Description Frequency 

1 Response time The length of time taken for a system to react to a given 
input, request or service (It is the sum of the service time 
and wait time). 

7 

2 Efficiency A measurable concept, quantitatively determined by the 
ratio of useful output to total input (effectiveness of a 
technique). 

8 

3 Accuracy The closeness to the true value seen as a degree of 
agreement of results of one same conceived entity, 
measured by different methods. 

12 

4 Recall The fraction of relevant instances that have been 
identified over the total amount of relevant instances 
(sensitivity). 

13 

5 Hyper-volume (HV) Takes a value within the interval [0,1] and it measures 
the volume in the objective space that is dominated by a 
set of non-dominated solution 

1 

6 Precision 
 

a measure of the details in which quantity is expressed 13 

7 Soundness 
 

A property that provides the initial reason for counting a 
system (technique) as desirable. 

1 

8 Scalability The capability of a system (process) to handle a growing 
amount of work, or its potential to accommodate that 
growth. 

1 

9 Scan time 
 

The amount of time a system (technique) takes to finish 
processing a request. 

1 

10 Memory 
consumption 

The amount utilized memory allocated to a given 
process to complete execution. 

1 

11 Throughput 
 

The maximum amount of processed data in a given 
amount of time. 

1 

12 Conditional entropy 
metrics (HC, HV, HT, 
HL) 

Is a measurement technique that measuresthe 
information content of SQL queries as part of 
determining the deviation between shadow query and 
an original query with malicious inputs. 

1 

 
As presented in Table 2, it is observed that Recall and Precision have the highest frequency 
of 13, followed by Accuracy with a frequency of 12, then Efficiency and Response-time that 
have a frequency of 8 and 7 respectively. 
 
Evaluation of Datasets 
This section describes the experiment we conducted to evaluate the most frequently used 
datasets from Table 1, using RIPS (Re-inforced PHP Security) web vulnerability scanner to 
scan the subject applications. 
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Experiment 
 
Experimental Subject 
The dataset used for the experiment were selected from Table 1, of the most frequently used 
dataset for empirical evaluation of techniques for detection of SQLIVs. We choose open 
source PHP/MySQL applications, as they appear to be the most commonly used from the 
result of Table 1, the datasets used for the experiments are discussed as follows; 

i. SchoolMate 1.5.4: a PHP/MySQL solution for elementary, middle and high schools. 
It is a free software application meant for course management. The application runs 
on all major operating systems. 

ii. FaqForge 1.3.2: is a web-based document creation & management tool. It is a simple 
application to manage FAQs and can be used to create manuals, guides, HOWTOs, & 
other web-based documents requiring a hierarchical structure. Can be used on any 
OS running a web-server capable of running PHP/MySQL. 

iii. Classifieds: is a web application for publishing different types of classified 
advertisements on a website, possibly multilingual. It is built on top of a PHP MVC 
Framework and uses a MySQL database. 

iv.  Bookstore: is a web application for the management of book sales for an online 
bookstore, where the user will be able to see and to make the purchase of the book. 

v. Forum: is a PHP/MySQL online discussion Forum with frames-based layout, Reply-
to-user, e-mail notification, HTML-posting, signatures, friends & kill files, user 
promotion/demotion, and full admin tools. 

Table 3 presents a summary of the chosen datasets with their size in terms of lines of code 
and the number of files each subject application contains. 
 
Table 3: Datasets used for the Experiment 
Subject Applications LOC Number of 

Pages 
Description 

SchoolMate_v1.5.4 8,145 63 Free software application meant for course management to 
be used for elementary, middle and high schools. 

FaqForge 1.3.2 1,710 17 A web-based document creation & management tool to 
manage FAQs, and can be used to create manuals, guides, 
etc. 

Classifieds 2.0 10,949 280 A web application for publishing different types of 
classified advertisements on a website, possibly 
multilingual. 

Bookstore-v02c 16,957 7 A web application for the management of book sales for 
an online bookstore, 

Forum_152 12,324 589 An online discussion Forum with frames-based layout and 
full admin tools. 

 

Experimental Design 
The experimental setup consists of WAMPSERVER 2.4 with Apache 2.4.4, PHP 5.4.16 and 
MySQL 5.6.12, on an Intel Pentium PC. The selected subject applications were used for the 
experiment, in order to verify their vulnerabilities using RIPS, a static code analysis software 
for the automated detection of security vulnerabilities in PHP applications. However, the 
metrics are the number of SQLIVs that are true positive. 
 
 
 
 

https://en.wikipedia.org/wiki/Static_code_analysis
https://en.wikipedia.org/wiki/PHP
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Result and Discussion 
This section presents the result of the experiment we carried out in order to evaluate the 
selected subjects, as presented in Table 4, including the size of each subject in terms of lines 
of codes and number of files each contains. 
 

Table 4: Dataset Evaluation Result 
Subject Applications LOC Number of Pages SQLIVs (Detected by 

RIPS) 

SchoolMate_v1.5.4 8,145 63 262 

FaqForge 1.3.2 1,710 17 0 

Classifieds 2.0 10,949 280 180 

Bookstore-v02c 16,957 7 11 

Forum_152 12,324 589 15 

Total 49,995 948 468 

 

From Table 4, presenting the result of dataset evaluation, the first column contains the 
subject applications used for the experiment, the second column indicates the size of the 
subject applications, the third column contains the number of files scanned for 
vulnerabilities, and the last columns present the SQLIVs found for each subject applications. 
Thus, it is observed that a total number of 948 files containing 49,995 lines of code was 
scanned and 468 SQLIVs were found using RIPS. Figure 1, is a line graph showing the 
distribution of SQLIVs per lines of code for the subjects. 

 

 
Figure 1: Graph of LOC by SQLIVs for each Subject 

 
It could be observed from Figure 1, that schoolmate with 8,145 lines of code contains about 
262 vulnerabilities, while forum with 12,324 LOC contains only 15 vulnerabilities and 
classified that is close to it in size has 180 vulnerabilities. So also bookstore that is having the 
highest number of LOC 16,957 has 11 vulnerabilities and faqforge with the least number of 
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LOC 1,710 has no vulnerabilities. Thus, we can conclude that the vulnerabilities found in a 
subject application have no direct effect with respect to the size of that subject application. 
 
Dataset Repository 
After evaluation of the selected subjects, we develop a web repository to host them. We start 
by presenting an architecture for the web repository. 
 
Architecture of Dataset Repository 
Figure 2, presents the architecture of our dataset repository which consists of two users: 
Client and Admin. Let’s look at it from a data flow perspective; the client user can download 
dataset which flows upwards from the database repository to the server through the internet 
to the client’s browser. The client can also write a comment base on his/her experience with 
the services benefited from which flows downward from the client's browser through the 
internet to the server and then to the database. The admin user can read the clients comment 
which flows upwards from the repository to the server through the internet to the admin's 
browser. The admin user can upload dataset to the repository which flows downward from 
the admin's browser through the internet to the server to the repository. 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 

Figure 2: Architectural Design of Dataset Repository 

 
 
Operation of Dataset Repository 
This section presents the operation of our dataset repository, we start by presenting the 
technology used to develop the web repository and then test running follows. 
 
Technology used 
In order to achieve the implementation of the dataset repository described by the 
architecture in figure 1, we use Micromedia Dreamweaver 8 (a PHP 5 IDE) to build the 
front-end and MySQL database was used to build the back-end of the dataset repository. We 
chose PHP because; it is the most popularserver-side programming language of all 
recognized websites with a share of 81.4% (W3Techs, 2013). 
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Test Running 
The web repository was tested on a localhost WAMPSERVER 2.4 with Apache 2.4.4, PHP 
5.4.16 and MySQL 5.6.12, after which we hosted it on the 000webhost platform, which gives 
18 hours daily. Figure 3, presents a subject to be downloaded from the implemented web 
repository works. 
 

 
Figure 3: Downloadable File from Dataset Repository 

 
Conclusion 
Having a reliable, publicly available experimental datasets for evaluation of techniques for 
detection of SQLIVs is one of the fundamental concerns of researchers in this domain. This 
study has carried out a thorough assessment of experimental datasets and performance 
metrics used for empirical evaluation of techniques for the detection of SQLIVs in web 
applications, thereby forming a set of most frequently used experimental datasets. Hence, a 
web-based repository was developed for the most frequently used experimental datasets. 
The study found that the most frequently used datasets for empirical evaluation of solutions 
for SQLIVs include; SchoolMate_1.5.4 and FaqForge_1.3.2 which have both been used in five 
studies, followed by HotelRS and SugarCRM which have both been used in four studies, 
while Bookstore, Forum,and Classifieds have all been used in three studies. likewise, the 
performance metrics that are most commonly used in evaluation of techniques for detection 
of SQLIVs include; recall and precision which have been used in thirteen studies, followed 
by accuracy which have been used in twelve studies, then efficiency which have been used 
in eight studies, and lastly response time which have been used in seven studies. 
 
In the future, we will develop a model for detection of SQLIVs in order to test the dataset 
formed from this study.  The repository will be enhanced to contain more experimental 
datasets with larger size, that are more appropriate for conducting an empirical evaluation 
of techniques for the detection of SQLIVs. In particular, we will include a vulnerability 
verification task based on the report of the CVE reference of vulnerabilities found in each of 
the datasets if it exists. 
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